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ABSTRACT

1

Cryptocurrency and blockchain technologies are recently gaining
wide adoption since the introduction of Bitcoin, being distributed,
authority-free, and secure. Proof of Work (PoW) is at the heart of
blockchain’s security, asset generation, and maintenance. Although
simple and secure, a hash-based PoW like Bitcoin’s puzzle is often
referred to as “useless”, and the used intensive computations are
considered “waste” of energy. A myriad of Proof of “something” alternatives have been proposed to mitigate energy consumption;
however, they either introduced new security threats and limitations, or the “work” remained far from being really “useful”. In this
work, we introduce Proof of eXercise (PoX): a sustainable alternative
to PoW where an eXercise is a real world matrix-based scientific
computation problem. We provide a novel study of the properties
of Bitcoin’s PoW, the challenges of a more “rational” solution as
PoX, and we suggest a comprehensive approach for PoX.

Blockchains and cryptocurrenies are increasingly drawing the attention of business, industry, and academia [4, 8, 9, 14, 15, 28]. The
concept is based on using cryptographic tamper-proof public ledger,
called blockchain, to protect the generation and transfer of “digital” money in a fully distributed peer-to-peer (P2P) fashion. The
goals of cyrptocurrenices are mainly to avoid central authorities
(like banks), reduce transaction delays and fees, and preserve the
real value of money by backing the currency with some “work”,
done through mining. At the heart of blockchain, mining maintains
the security and correctness of the system and generates (a.k.a.,
mines) money as a reward for the miner’s work, namely, adding
new blocks (of transactions) to the blockchain, and verifying the
protocol’s invariants [25]. Being a critical part of these systems, the
“work” is made credible through providing a tamper-proof Proof of
Work (PoW)—whose properties are discussed further in [2].

CCS CONCEPTS

Problem. In blockchain protocols that are based on PoW (or similar Proof-of-Something variants), the “work” a miner must do is to
solve a cryptographic puzzle: find a random n ∈ N such that given
the last seen block header Bh , the following inequation holds:

• Security and privacy → Distributed systems security; Cryptography; • Social and professional topics → Centralization /
decentralization; Sustainability; • Applied computing → Digital cash; Physical sciences and engineering; Computational
biology; • Software and its engineering → Distributed systems organizing principles; • Theory of computation → Theory of database privacy and security; • Computer systems organization → Peer-to-peer architectures;
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INTRODUCTION

H Bh (n) = SHA-2562 (Bh | n) ≤ τ
where H is a SHA-256 [30] hashing function that once applied twi to
the concatenation of Bh with the nonce n, returns a positive integer
not greater than a predefined target τ , known as difficulty [29].
This puzzle together with n represent the PoW and live forever
in the blockchain (together with the block), allowing for future
verifications. Since SHA-256 is random, the best strategy for the
solver is to start with an initial n and keep incrementing it with a setand-test loop until the puzzle is solved. Unfortunately, this is a very
computation-hungry process that manifests in very high energy
consumption. Recent studies have shown that the annual electricity
consumption of Bitcoin system is almost equivalent to that of entire
countries like Ireland, Portugal, and Denmark [10, 12, 21]. This
raised the voices referring to Bitcoin’s hash-based puzzle as “useless”
work; whereas, Bitcoin proponents consider this a legitimate price
for maintaining the system. We argue that the work can be more
rational if the puzzle itself is useful, rather than being random.
Current approaches. Three directions are being followed to reduce the “wasted” energy. The first, e.g., Proof of Stake (PoS) [18],
is based on Game Theory where creating new blocks is based on
coin age: a function of coin balance and earning time. The proposal
is often criticized that coin age accumulates even when the node is
not connected to the network, and being non-democratic solution
— biased to wealthy peers. Other variants like Delegated Proof-ofStake [19] and Proof of Stake Velocity [26] tried to address each
issue aside, leaving the other open and inducing new limitations or

security threats [27]; whereas, Proof of Activity (PoA) [6] is a hybrid solution of PoS and PoW, where computation is still considered
wasted on a useless nonce. The second direction—usually adopted
by academics—is to use Byzantine Fault Tolerance approaches in
permissioned blockchains; these are rather not scalable in public
settings [28]. The third approach, like ours, is to simply replace
the puzzle with a more useful real world problem. However, the
usefullness of work in current proposals is questionable and do
not address a wide range of real interesting problems. For instance,
Primecoin [17] suggested finding prime numbers instead of a random useless nonce; Permacoin [20] tried to use have the miners
to invest on the system’s storage and memory through Proof of
Retrievability; while PieceWork [24] tried to outsource work like
spam deterrence and Denial of Service defense.
Proposed approach. We introduce Proof of eXercise (PoX), an approach to rationalize mining in cryptocurrencies — focusing on
Bitcoin — through solving a real eXercise: a scientific computation
matrix-based problem. The choice behind matrix-based problems
is two-fold: (1) matrices have interesting composability properties
that help in tuning difficulty, collaborative verification, and poolmining (see later); and (2) matrix-based problems span a wide range
of useful real world problems, being a principle abstraction for
most scientific computation problems, among them: DNA and RNA
sequencing and data comparison [1, 7], protein structure analysis,
image comparison, object superposition, surface matching [3, 11],
collaborative-filtering recommendation, data mining [16], computational geometry [13], face detection, and many others [16, 23].
In the following, we overview the Proof of eXercise approach,
and we present it as a potential promising approach to make PoWbased blockchains sustainable—that requries further research in
the future. A more detailed study on the proprties of PoW, the challenges and details of PoX can be found in the extended version [2].
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PROOF OF EXERCISE (POX)

We propose Proof of eXercise (PoX), an approach to replace the hashbased puzzle with solving a matrix-based scientific computation
problems [22, 23]. To identify the challenges of PoX and address
them, we need baseline properties to compare against. Since we
are unaware of such a comprehensive study, we found it intuitive
to first analyze the properties of Bitcoin’s PoW first, then address
the PoX challenges and potential solutions, and finally present our
solution. Given the submission limits, we only convey the latter
contribution and we urge the reader to read the first two in the
extended paper [2]. For better presentation, we explain the approach
through referring the steps in the PoX workflow in Figure 1.
Task proposals. Consider an employer E having a scientific problem, a.k.a., an eXercise X, that requires computing a matrix product.
E stores X in a highly available database XDB (step 1), and gets
the corresponding credentials and hash digest H(X)—Figure 1, step
2. For simplicity, assume that XDB is an external paid DB service.
Then, E creates an eXercise Transaction XT (step 3) that comprises
the PoX version, H(X), meta-data about X, e.g., “type:matrix product;
Proof of Hardness: OK; dimension: 1 Billion, etc”. Then, it deposits
a credit (in Bitcoins) for a tolerated period of time after which E
can give up (i.e., E is only interested in the solution before that
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Figure 1: The workflow of PoX without verification. Verification
occurs in a similar manner to the steps from 5 through 13 on a verified instance. Refer to Section 2 for more details.

time expires). This guarantees the availability and correctness of X,
otherwise the miner may lose (part of) his work. This credit may
only be claimed once the eXercise X is solved and verified or the tolerated time has expired. After that, E computes a hash digest H(XT)
and submits it to a shuffling service that shuffles H(XT) several
times to make it impossible to relate H(XT) to E, and thus prevent
collude (step 4). The shuffling service then publishes SH(XT), i.e.,
the shuffled H(XT), to the eXercise Board (XBoard). Only SH(XT)s
that were published for a predefined time may be selected by miners
to avoid forks in XBoard — that requires expensive handling as in
Bitcoin—since delays are not critical at this level.
eXercise bidding and mining. On the other side, a miner M collects a set of (paid) transactions to be committed and added to the
blockchain. To do so, M needs to solve an eXercise chosen from the
XBoard and provide a corresponding PoX (step 5). To prevent collude, M gets assigned an eXercise X in a random way, e.g., through
matching the hash of block header H(Bh ) to the eXercises in XBoard.
(Matching can succeed via a pre-defined size of a matching string,
or using the hash of H(Bh ) and hash digests in XBoard in a similar
scheme to Bitcoin’s difficulty.) At this stage (step 7), M promises to
solve X in the eXercise Transaction XT’ through creating a Deal
Transaction (DT) that contains: PoX version, SH(XT’), and H(Bh );
and then deposits a credit (in Bitcoin’s) for a defined period of time
— sufficiently long enough — to guarantee its commitment to solve
the assigned eXercise. In a similar way to the employer E, the miner
M can claim the credit in case the eXercise X is incorrect or became
unaccessible. Once the DT is issued, the shuffling service uncovers
the onion such that M and E know each other. Consequently, E unveils the meta-data of the eXercise in XT’ and gives the credentials
of X in the XDB to start working on it (step 9).

PoX Audit. Once the miner M finds Y’, i.e., the solution of X, it
follows the same process of the eXercise proposing above, making
it available for verifiers, called Auditors. In particular, M stores Y’
in highly available store, e.g., XDB, and gets a corresponding hash
digest H(Y’) and access credentials (steps 11 and 12); it creates a
corresponding Verify eXercise Transaction (VXT’) which is similar
to XT, but without requiring a credit this time since M has already
deposited a credit through Deal Transaction above. The auditor
submits the VXT’ to a shuffling service which publishes SH(VXT’)
— a shuffled version of VXT’ to be verified (step 13). Again, this
is required to remove any bias in verification. Auditors follow the
same bidding procedure as well to choose a random solution Y”
to verify, retrieve access details from M and E after the SH(VXT’)
onion is unshielded, and start auditing Y” through a fast probabilistic verification scheme: an auditor chooses a random number of
indices in the matrix to compute; auditing the same eXercise by a
sufficient number of auditors will prevent the miner from cheating,
as described in more details in the extended version [2].
If the verification Passed, the auditor submits a Passed Report
through creating an Audit Transaction (AT) that includes the (random) verification instance this auditor used for its report, otherwise
a Failed Report is submitted. The verification instance is also stored
in XDB, and is made available for future audits (within a predefined
time frame). Auditors have no interest in submitting false reports
since they are at the risk of being caught by other honest auditors
in case the same verification instance is repeated. To the contrary,
malicious auditors may try submit Failed Reports to compromise
the system. This can be prevented by having auditors deposit a
credit as a guarantee against false reports — only in the case of
submitting Failed Reports.
Committing the block. Once M notices a pre-defined number of
Audit Transactions with Passed Reports, it collects the references of
all XT, DT, VXT, and AT transactions together with H(X) and H(Y’),
and attaches them as a PoX to the block header, that is confirmed
by now and can thus safely be added to the blockchain. Finally,
all credit deposits are claimed using the PoX of the confirmed
block, and the stored matrix in XDB can be removed. (Contrary
to Bitcoin, there is no need to verify all the blockchain history
since a suffcient number of auditors guarantees the correct PoX
correctness with a high probability.) Recall that this verification
scheme is important to reduce the overhead of repeated verification
of the entire blockchain as well as the data storage and availability
costs — which are expensive in the case of PoX.
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CONCLUSIONS

We introduced Proof of eXercise (PoX): a new proof of work for
cryptocurrencies, where the work is a real matrix-based scientific
computation problem. Our work shows that the complexity of
designing and implementing PoX is much higher than PoW, and
therefore, as long as no cheaper alternatives that do not sacrifice
the genuine properties of PoW are proposed, it is wise to explore
the feasibility of PoX by studying individual scientific computation use-cases, and discussing potential extensions, e.g., as those
based on computational complexity [5]. Otherwise, one may opt
to stick to cheaper Proof of Stake [6, 18, 19, 26] methods as long as
the limitations and constrains are tolerated. Finally, an empirical

evaluation that compares the difficulty levels of PoW versus PoX
matrices (e.g., dimension, sparseness, etc.) is an interesting future
work.
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